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Who am I

• Erik Svanberg

• Chalmers University (AL2)

• Department of Electrical Engineering

• Authorized signatory, PI (non-disclosed)



Authentication IRL

• National identification method by passport or driver’s license

• Contract of employment, signed by both parties

• Pass card allowing access to premises

• User account getting access to digital resources

• Trust established



Authentication in digital environments outside of the company

• User / password shared with email address

• Request a digital certificate

• To what extent would you trust this user? Do you really know that this persons still is 
employed? Is the account shared with others? 



Trust framework for academia

• Need for collaboration using digital infrastructures (GPU:s, HPC, storage)

• Trust framework: SWAMID, compliant with eduGAIN

• Assurance levels: 1-3

• Chalmers certificate hold information on 

• Name, email, affiliation and department

• PI, authorized signatory

• Assurance level



Trust framework for academia

• Creation of “robot certificates”

• A personal certificate acting as a robot for a service (either as provider or consumer). 

• A person is responsible for the service. 

• The PI is legally responsible. 

• Need for re-issuing certificates (which is actually a problem as we speak)

• Authorization when requesting digital resources. 

• PI needs to authorize.



Missing attributes and functionalities for European trust framework

• eduGAIN is implemented for academia, and a similar approach should be implemented 
for companies and authorities. 

• MyAccessID (businesses using research infrastructures)

• Need of information as affiliation, the affiliation AL, authorized signatory for companies 
and authorities.

• Swedish eID system allows for roles and (multi-)affiliation. 

• OpenID Connect 

• iSHARE Trust Framework



Question to audience:
Is the academic approach of having personal certificates for authentication, 
and robot certificates for services, including affiliation, AL and 
a possible approach for academia, authorities and businesses within a 
federated data sharing eco system?
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